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METHODS AND APPARATUS FOR 
IMPROVED SECURITY SERVICES 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application claims priority to U.S. provisional patent application serial number 
60/258,419 filed December 27, 2000. 
FIELD OF THE INVENTION 

This invention relates to methods and apparatus for providing and obtaining security 
services. More particularly, this invention relates to methods and apparatus for security 
services in a manner intended to improve the speed and efficiency, as well as the quality and 
quantity, of the information provided to and obtained by customers of security services, as 
well as the interaction between the customer and the personnel providing the security 
services, and to improve customer satisfaction through customer interaction in initial 
program development and provide improved security services. 
BACKGROUND OF THE INVENTION 

Conventional approaches to security services often involve uniformed personnel. 
Such personnel may have varying degrees of training before actually working on site at a 
location where security services are needed. Most, if not all, aspects of such personnel are 
determined by the company which contracts with a property owner or manager to provide 
such personnel to provide such security services. Thus, with conventional security services, 
the service provider determines who will serve a security personnel for a particular client or 
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at a particular site, what training such personnel will have before providing services to the 
client or at the site, what uniforms will be worn by such personnel, and so forth. 

In addition to uniformed security officers who patrol a client's premises and thereby 
provide security services, conventional security services can include visual surveillance and 
monitoring. Such conventional visual monitoring can include the use of cameras at 
preselected locations in or around a client's premises or facility. Such cameras can provide 
visual images to a remote location where a security officer can monitor them. Such a 
location can be a remote command center. In addition, such conventional systems allow the 
cameras to automatically sweep from side-to-side, or to respond to directions from a security 
officer for side-to-side or up-and-down movement, to thereby increase the camera's field of 
vision. 

Conventional approaches to providing security services have several drawbacks. 
First, the speed and efficiency with which information regarding the security services is 
provided is often undesirable. For example, a conventional approach is to have an officer 
who provides security services prepare a written daily report summarizing the services and 
events of a given day that are relevant to the security services provided to a particular client 
site. Such reports are typically prepared in a handwritten form, typed up later in a paper 
form, and then provided to the client with many other daily reports from other security 
officers, other locations, and perhaps even daily reports for other days. The client who 
receives reports in this conventional manner must first wait for several days to several weeks 
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before receiving them and, once they are received, must then read through them and figure 
out what, if any, information should be cataloged and possibly filed for later use. This same 
conventional approach also typically applies to the preparation and provision of incident 
reports, which are conventional for reporting on an incident, such as a break-in, fire, injury, 
theft, assault, or any other type of even that a client might be interested in monitoring and 
recording. This conventional approach to security services thus delays a client's access to 
such reports, and makes it difficult and costly for the client to maintain copies of the reports 
and/or the information provided in the reports for possible later use. 

In addition, personnel turnover at companies which use such conventional methods 
tends to be rather high. The turnover rate for contracts between the security service 
companies and their clients tends to be rather high. Third, even effective security services 
do not necessarily result in customer satisfaction or increased loyalty. Security services 
which reduce crime rates to little or no crime are not necessarily enough to prevent high rates 
of contract turnover or employee turnover. 

Many recent advances in technology have not been applied to improve the 
conventional approach to providing security services. For example, the Internet is not used 
to provide security services. The Internet essentially consists of a network of computers, 
often connected through telephone lines (although sometime connected through other means, 
such as fiber-optic cables, wireless radio signals, infrared signals, and the like). Computer 
files on computers connected to the Internet can be accessed by other users of the Internet. 
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Information stored on the computers connected to the Internet is usually lodged in files called 
web pages, which can include printed matter, sounds, pictures, video clips, and links to other 
files and web pages. Such web pages are typically formatted so that a user can place a cursor 
over an icon relating to a given file, and then access that file by clicking once. 

Electronic commerce over the Internet has progressed significantly. For example, 
Amazon.com, Inc., which has grown into a major corporation, began by selling books to the 
consumers over the Internet with delivery of the books by a delivery service. U.S. Patent 
No. 5,960,41 1 is assigned to Amazon.com and describes a method and system for placing 
a purchase order via a communications network. The patent describes how a consumer can 
click on a button in a web site in order to place an order for an item. U. S. Patent 
No. 5,960,41 1 is hereby incorporated by reference. 

U.S. Patent No. 5,794,207, assigned to Walker Asset Management Limited 
Partnership, is entitled as a method and apparatus for a cryptographically assisted 
commercial network system designed to facilitate buyer-driven conditional purchase offers. 
The patent purports to allow prospective buyers of goods and services to communicate a 
binding purchase offer globally to potential sellers, for sellers to search for relevant buyer 
purchase offers, and for sellers potentially to bind a buyer to contract based on the buyer's 
purchase offer. U. S. Patent No. 5,794,207 is hereby incorporated by reference. 

The methods and apparatus used to provide conventional security services have not 
taken advantage of the benefits of the Internet and its growing use. Instead, conventional 
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security service providers have used the Internet simply to provide promotional and 
marketing information about themselves and their services to potential customers. 

Other improvements in technology have not been used in conventional methods and 
apparatus for providing security services. For example, certain types of wireless devices 
(such as "walkie-talkies") have been used in conventional security services for many years. 
However, the widespread and relatively cheaply available cellular phones, personal digital 
assistants, and other devices which allow a mobile person to receive Internet web pages, 
e-mail, or other information from other computers or similar devices at remote locations, 
have not been used in conventional methods or apparatus for providing security services. 
Similarly, the Internet allows users to remotely access web sites which may contain various 
types of information, including video or audiovisual feeds from cameras at a remote location. 
Nonetheless, the use of the Internet and its capabilities have not been integrated into 
conventional methods or apparatus for providing security services. Conventional security 
services also have not provided a "paperless" approach to providing information to clients. 
As a result, conventional security services are more costly, inefficient, less timely, and less 
valuable and helpful than they should be. 
SUMMARY OF THE INVENTION 

In one aspect of the invention, the security services include the use of remote cameras 
at predetermined locations at and/or around a client site, with the visual images and/or 
audiovisual footage from such cameras fed to a computer linked direct to a web site on the 
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Internet and accessible through the Internet, and which is remotely accessible by the client, 
thereby allowing the client to view the camera feeds essentially live. In yet another aspect 
of the invention, a secure connection to a web site, such as the security service provider's 
web site, accessible via the Internet is provided, with the web site containing various 
information regarding client properties, such as daily reports, incident reports, digital 
pictures, digital video clips, and the like. In still another aspect of the invention, a client 
database is maintained that is searchable, such as by date, location, type of incident, or the 
like, and is accessible by a client via the Internet. In yet another aspect of the invention, a 
security officer "clocks in" when starting a shift by entering appropriate information into a 
computer connected to the Internet. When the security officer has completed his or her shift, 
the officer then logs off (or "clocks out") by entering a second appropriate code or set of 
information into a computer connected to the Internet. In still another aspect of the 
invention, client involvement in the hiring process is provided. In addition, the invention 
provides for client input into various aspects of the security services and how they are 
provided, including the training process and the manner in which the security services are 
to be provided. Another aspect of the invention involves profiling the personality 
characteristics of the candidate security officers to provide the security services for a 
particular client, and then matching those security officers with appropriate personality 
characteristics to a personality profile of an "ideal" candidate, as determined by the client and 
the client's needs. 
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It is an object of the invention to provide apparatus and methods for providing 
security services that allow a client to remotely monitor information regarding the security 
services provided to the client from a remote location, such as a computer connected to the 
Internet. 

It is yet another object of the invention to provide apparatus and methods for 
providing security services that allow a client to send wireless messages to a security officer. 

It is still another object of the invention to provide apparatus and methods for 
providing security services that allow a client to quickly receive security information from 
a security services provider. 

It is another object of the invention to provide apparatus and methods for a security 
officer to "clock in" at the beginning of a shift (or other work period) and/or "clock out" at 
the end of a shift (or other work period) via a computer connected remotely, such as via the 
Internet, to a central computer. 

It is another object of the invention to provide methods for providing security 
services that involve client input into the selection of the individuals selected to provide 
security services to the client. 

It is another object of the invention to provide methods for providing security 
services that involve client input in the development of the training program as well as the 
officer being certified trained by the client with a client signed certificate issued to the officer 
training of individuals selected to provide security services to the client. 
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These and other aspects and advantages of the present invention will become readily 
apparent to those skilled in the art from the following detailed description of the invention 
and from the attached drawings, which are briefly described below. 
BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram showing the components of an apparatus in accordance with 
a preferred embodiment of the invention. 

Fig. 2 is a printout of a computer screen showing the options available to a user of 
apparatus and methods in accordance with a preferred embodiment of the invention. 

Fig. 3 is another printout of a computer screen showing the options available to a user 
of apparatus and methods in accordance with a preferred embodiment of the invention. 

Fig. 4 is another printout of a computer screen showing the options available to a user 
of apparatus and methods in accordance with a preferred embodiment of the invention. 

Fig. 4A is another print of a computer screen showing the options available to a user 
of apparatus and methods in accordance with the present invention. 

Fig. 5 is a flow diagram showing the various functions which can be performed by 
users of apparatus and methods in accordance with a preferred embodiment of the invention. 

Fig. 6 is a flow diagram showing the various steps or functions that can be performed 
by an administrator in accordance with a preferred embodiment of the present invention. 

Fig. 7 is a flow diagram showing the various steps or functions that can be performed 
by a security officer in accordance with a preferred embodiment of the present invention. 
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Fig. 8 is a flow diagram showing the various steps or functions that can be performed 
by a client in accordance with a preferred embodiment of the present invention. 

Fig. 9 is a printout of a screen from a web site in accordance with a preferred 
embodiment of the present invention. 

Fig. 10 is a printout of a screen from a web site in accordance with a preferred 
embodiment of the present invention. 

Figs. 1 1 A- 1 1 D are printouts of computer screens from a web site in accordance with 
a preferred embodiment of the present invention. 

Fig. 12 is a printout of a computer screen from a web site in accordance with a 
preferred embodiment of the present invention. 

Fig. 13 is a printout of a computer screen from a web site in accordance with a 
preferred embodiment of the present invention. 

Fig. 14 is a printout of a computer screen from a web site in accordance with a 
preferred embodiment of the present invention. 

Figs. 1 5A-1 5B are printouts of a computer screen of the web site in accordance with 
a preferred embodiment of the present invention. 

Figs. 1 6A-1 6G are printouts of a computer screen of the web site in accordance with 
a preferred embodiment of the present invention. 

Fig. 17 is a printout of a computer screen from a web site in accordance with a 
preferred embodiment of the present invention. 
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Fig. 18 is a printout of a computer screen from a web site in accordance with a 
preferred embodiment of the present invention. 

Fig. 19A-19H are documentation describing the computer software and database of 
the web site in accordance with a preferred embodiment of the present invention. 

Fig. 20 shows the use of personality profiles in accordance with one aspect of the 
present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention provides apparatus and methods relating to providing and 
obtaining security services. For convenience, the following Detailed Description of the 
Invention includes the following sections: ( 1 ) Glossary of Terms; (2) Description of the Web 
Aspects of the Invention; (3) Description of Other Aspects of the Invention; and 
(4) Conclusion. 
1. Glossary of Terms . 

Although various terms may be defined elsewhere herein, the following glossary of 
terms is provided to assist in a better understanding of the present invention: 

Client . A "client" of security services can be a separate person or company with 
whom the security service provider contracts. A "client" can also be a division, department, 
or facility of the same company providing such security services. It will be understood that 
a "client" may have numerous properties or facilities for which security services are 
provided. In addition, it will be understood that a "client" may be a corporation or other legal 
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entity, or a division or unit of a corporation or other legal entity, and there may be one or any 
number of individuals employed by or otherwise representing that entity and who act for the 
client. 

Client-Server . A model of interaction in a distributed computer system in which a 
computer program at one site sends a request to a computer program at another site and waits 
for a response. The requesting program is called the "client," and the program which 
responds to the request is called the "server." In the context of the World Wide Web 
(discussed below), the client is a "Web browser" (or simply "browser") which runs on a 
computer of a user; the program which responds to browser requests by serving Web pages 
is commonly referred to as a "Web server." 

Hyperlink . A navigational link from one document to another, or from one portion 
(or component) of a document to another. Typically, a hyperlink is displayed as a high- 
lighted word or phrase that can be selected by clicking on it using a mouse (or similar 
device) to jump to the associated document or document portion. As used herein, a hyperlink 
may also include buttons or icons displayed on a screen that, when clicked on by the user, 
take the user to the next appropriate web page (i.e., jump to the HTML document which 
corresponds to the button or icon). 

Hypertext System . A computer-based informational system in which documents (and 
possibly other types of data entities) are linked together via hyperlinks to form a user- 
navigable "web." 
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Internet . A collection of interconnected (public and/or private) computer networks 
that are linked together by a set of standard protocols (such as TCP/IP and HTTP) to form 
a global, distributed computer network. (While this term is intended to refer to what is now 
commonly known as the Internet, it is also intended to encompass variations which may be 
made in the future, including changes and additions to existing standard protocols.) 

World Wide Web ("Web") . This term is used herein to refer generally to both (i) a 
distributed collection of interlinked, user-viewable hypertext documents (often referred to 
as Web documents or Web pages) that are accessible via the Internet, and (ii) the client and 
server software components which provide a user with access to such documents using 
standard Internet protocols. Currently, the primary standard protocol for allowing 
applications to locate and acquire Web documents is HTTP, and the Web pages are encoded 
using HTML. However, the terms "Web" and "World Wide Web" are intended to include 
other computer programming languages and transport protocols which may be used in place 
of (or in addition to) HTML and HTTP, both today and in the future. 

Web Site . A computer system that serves informational content (including without 
limitation text, pictures, video, audio and/or audiovisual information) over a network using 
the standard protocols of the World Wide Web. Typically, a Web site corresponds to a 
particular Internet domain name, such as "terracesecurity.com," and includes content 
associated with a particular organization. As used herein, the term Web Site is generally 
intended to include both (i) the hardware/software server components that serve the 
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informational content over the network, and (ii) the "back end" hardware/software 
components, including any non-standard or specialized components, that interact with the 
server components to perform services for Web site user. 

HTML (HverText Markup Language) . A standard computer software programming 
convention and set of codes for attaching presentation and linking attributes to informational 
content within documents. (HTML 2.0 is currently the primary standard used for generating 
Web documents.) During a document authoring stage, the HTML codes (referred to as 
"tags") are embedded within the informational content of the document. When the Web 
document (or HTML document) is subsequently transferred from a Web server to a browser, 
the codes are interpreted by the browser and used to parse and display the document. HTML 
tags also can be used to create links to other Web documents (commonly referred to as 
"hyperlinks"). For more information on HTML, see Ian S . Graham, The HTML Source Book, 
John Wiley and Sons, Inc., 1995 (ISBN 0471-1 1 894-4), which is incorporated by reference 
herein. 

HTTP (HverText Transport Protocol) . The standard World Wide Web client-server 
protocol used for the exchange of information (such as HTML documents, and client 
requests for such documents) between a browser and a Web server. HTTP includes a number 
of different types of messages which can be sent from the client to the server to request 
different types of server actions. For example, a "GET" message, which has the format 
GET<URL>, causes the server to return the document or file located at the specified URL. 
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URL (Uniform Resource Locator) . A unique address which folly specifies the 
location of a file or other resource on the Internet. The general format of a URL is 
<protocol://machine address;port/path;filename>. The port specification is optional, and if 
none is entered by the user, the browser defaults to the standard port for whatever service is 
specified as the protocol. For example, if HTTP is specified as the protocol, the browser will 
use the HTTP default port of 80. 

Cookies . A technology that enables a Web server to retrieve information from a 
user's computer that reveals prior browsing activities of the user. The informational item 
stored on the user's computer (typically on the hard drive) is commonly referred to as a 
"cookie." Conventional Web browsers support the use of cookies. 

PUSH Technology . An information dissemination technology used to send data to 
users over a computer network. In contrast to the World Wide Web (which consists 
primarily of "pull" technology), in which the client browser must request a Web page before 
it is sent, PUSH technology includes protocols to send the informational content to the user 
computer automatically, typically based on information pre-specified by the user. 
2. Description of the Web Aspects of the Invention . 

Referring first to Fig. 1, a block diagram showing the various components of the 
apparatus used to provide security services in accordance with the invention is shown. A 
series of computers 1, 3, 5, and 7 are provided. Computers 1, 3, 5, and 7 can be located at 
various locations, remote from one another and at locations remote from computers 15, 20, 
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and 22 as well. Each of the computers 1, 3, 5, and 7 is connected to the Internet 10 by 
conventional means, such as telephone lines. Each of the computers 1,3,5, and 7 can be any 
one of a number of conventional personal computers, such as those made by DELL 
COMPUTER, COMPAQ COMPUTER, and others. For best results, we prefer to use 
computers with a PENTIUM III microprocessor, such as those commercially available from 
Intel, in a Dimension XPSD computer from Dell Computer Corporation. In accordance with 
the present invention, computers 1,3,5, and 7 are loaded with software which allows a user 
to easily connect to the Internet 10 and to easily send and receive information via the 
Internet 10. For best results, we prefer to use commercially available "browser" software, 
such as Internet Explorer (version 5 or higher) from Microsoft Corporation. Because we 
prefer to allow the computers 1,3,5, and 7 to be easily used for a variety of things, such as 
preparing and editing reports, we prefer to use Internet Explorer version 5 or higher, which 
is commercially available from Microsoft Corporation. 

Still referring to Fig. 1, a security service provider's computer 15 is also connected 
to the Internet 10, as are client computers 20 and 22. As shown in Fig. 1, computer 15 
includes a web server 30, computer software 33, a database 35 which can contain various 
information regarding security services, such as the officers, clients, client properties, daily 
activity reports, incident reports, and the like, and a database of HTML documents 37. The 
computer software 33 is programmed to run the web server 30 to provide a web site of the 
security service provider. The web server 30 thus provides information to visitors of the web 
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site from the HTML doc database 37 and the database 35. In a preferred embodiment of the 
invention, computer 15 is a Compaq Proliant server, which is commercially available, 
which uses Windows 2000 (which is commercially available from Microsoft) as its operating 
system. The computer 15 is used to store information received from computers 1,3,5, and 
7 in a database 35. In addition, a service provider can use computer 1 5 to edit information 
received from computers 1, 3, 5, and 7 and stored in database 35. Moreover, a user of 
computer 15 can receive information from a client of security services located at a remote 
location, such as a user of computers 20 or 22, and can then relay such information to users 
of computers 1,3,5, and 7. For example, a client can use computer 20 to send a request for 
additional information regarding a particular client property. That request is received via the 
Internet 10 by computer 15. The computer software 33 running on computer 15 can be 
programmed to automatically route certain requests for information from the client to the 
appropriate user of computers 1, 3, 5, or 7, or can be acted upon by a user of computer 15. 

The benefits of the present invention can be seen by the following illustration of the 
operation of the apparatus and methods just described. Suppose that a security officer 
prepares an incident report in connection with an activation of a sprinkler system at a 
particular location of an apartment complex on a particular day. In accordance with the 
present invention, the security officer can use computer 1 to prepare an incident report (or 
can report on the incident in a daily activity report) using conventional software, such as 
Word 2000, which is commercially available from Microsoft Corporation. Computer 1 may 
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be located at the apartment complex where the incident occurred; thus, computer 1 may be 
in a different city, state, or even country from the physical location of computers 15, 20, or 
22. The security officer can e-mail the incident report (again using conventional software 
such as Microsoft Outlook Express) from computer 1 to computer 15 via the Internet 10. 
The computer software 33 is programmed to automatically update the database 35 by 
including the new incident report in the portion of the database 35 associated with that 
particular client. The client can then access computer 15 via the Internet 10 from 
computer 20 and, using conventional browser software (such as that commercially available 
from Netscape or Microsoft), can download portions of the database 35 from computer 1 5 
and view on computer 20 the new incident report. 

If the client in this example has questions regarding the incident, the client can send 
an e-mail with the questions from computer 20 via the Internet 1 0 to computer 15. Similarly, 
if the client wants more information regarding the incident, such as pictures of the site or any 
damage, the client can make such a request by sending an e-mail from computer 20 via the 
Internet 10 to computer 15. When computer 15 receives such an e-mail from the client, the 
e-mail can be reviewed by personnel of the security provider or can be forwarded from 
computer 15 to the appropriate computer 1, 3, 5, or 7 (which in this example would be 
computer 1 unless the security officer who submitted the incident report has "Clocked Out" 
from computer 1 and then "Clocked In" via a different one of computers 3, 5, or 7, such as 
is described below). Because a given security officer may not work at the same location 
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from one day to the next, and may not even work at the same general client site from one day 
to the next, computer 1 5 can be programmed with computer software 33 to keep track of the 
location at which the security officer corresponding to the report is located at a given time 
(and to store such data in database 35) and then either forward the client's e-mail to the 
security officer at the appropriate one of computers 1, 3, 5, or 7 for a response or send an e- 
mail requesting appropriate information or action from the security officer. The manner in 
which the invention may be used to keep track of the location of the security officer is 
described in more detail below. 

Still referring to Fig. 1, computers 1, 3, 5, and 7 are loaded with software which is 
necessary or helpful for the security officers at locations near such computers 1,3,5, and 7 
to perform their duties. As noted above, we prefer to have computers 1,3,5, and 7 loaded 
with the following commercially available software programs: Internet Explorer version 5, 
Microsoft Office 2000 (which includes Word 2000), and Outlook Express. Thus, 
computers 1,3,5, and 7 serve as workstations for the security officers. The officers can use 
computers 1,3,5, and 7 to draft and edit daily activity reports, incident reports, and any other 
reports deemed appropriate, and to submit the same via the Internet 10 to computer 15. In 
addition, the officers can use computers 1, 3, 5, and 7 to send and receive e-mail messages 
via the Internet 1 0. At this time, we prefer to have the e-mail traffic from the officers using 
computers 1, 3, 5, and 7 routed to and from computer 15 instead of directly to and from 
client computers 20 or 22. 
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A conventional DAR typically includes the following information: the identity of 
the security officer preparing the report, the date to which the report applies, the client 
property to which the report applies, a log of various incidents observed by or reported to the 
officer, such as assaults, burglaries, thefts, injuries, lost children, vandalism, complaints, and 
the like, and various details regarding such incidents, such as the name, address, and 
telephone number of each person involved, and a description of the incident. The DARs 
prepared and submitted by an officer, and stored on the database 35 of computer 15, can 
include such conventional information. However, DARs in accordance with the present 
invention may also include visual images and/or video (with or without audio) can be stored 
in database 35 in addition to text information. For example, an office may use a 
conventional digital camera, such as the MVC CD 1 000 from Sony to take pictures relevant 
to any injuries, assaults, burglaries, vandalism, storm damage, or any other event or incident. 
The officer can load the electronic file containing the appropriate picture into the computer 1 
by conventional means (typically by connecting the camera to the computer 1 such as via 
the USB port of computer 1 and using commercially available software to transmit the files 
from the camera to the computer 1) and then transmit the file (either as an attachment to a 
Word document, email, or other text message, such as a DAR, or alone) to computer 1 5 via 
Internet 1 0. Alternatively, the officer can use other conventional cameras, such as a Polaroid 
"instant" camera or other cameras which use film, and the pictures when developed (onto the 
paper media, for example) can be scanned (using conventional scanners) to create an 
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electronic file of the picture. Similarly, a security officer can use any one of a number of 
conventional digital video cameras to record video (with or without accompanying audio) 
of any persons, facilities, or events, and to transmit such files to the computer 1, 3, 5, or 7 
which the officer is using. The officer can then use conventional means to attach an 
electronic file containing a video clip to a Word document, email, or other report and then 
transmit the same to computer 15 via Internet 10. While the foregoing description has 
addressed DARs, it will be appreciated that the same benefits and flexibility of the present 
invention are easily applied to incident reports or any messages regarding the services 
provided. As technology improves, hourly reports may be provided with the present 
invention, thus eliminating the need for a separate DAR. 

The present invention allows a client to request and obtain updated information, such 
as an incident report or additional information relating to a previously submitted report. A 
client may transmit such a request from computer 20 via Internet 10 to computer 15. A 
supervisor using computer 1 5 may then review the request and forward it to the appropriate 
officer by transmitting an appropriate message to computer 1 via Internet 10. Of course, a 
supervisor also could convey the messages and client request to the officer via telephone, 
pager, e-mail, or other similar means. The officer, after receiving the request, can then take 
additional pictures or video, such as described above, and then transmit the requested 
information (such as text, pictures, video clips, and the like) from computer 1 to computer 1 5 
via the Internet 10 in the same manner as described above. Alternatively, the present 
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invention allows the client to transmit a request directly to an officer by transmitting the 
request from computer 20 to computer 1, via the Internet 10. Similarly, an alternative 
embodiment of the invention allows the officer to send the additional information requested 
directly to the client by transmitting such information from computer 1 to computer 20 via 
the Internet 10. 

It will be appreciated that the present invention can be used to allow the security 
officers to interact directly with clients if that is so desired. For example, the invention 
allows a client using computer 22 to send an e-mail via the Internet 10 directly to 
computer 1, thus allowing the client to communicate directly with a security officer using 
computer 1. If desired, computers 1 and 15 can be programmed so that an e-mail from a 
client using computer 20 (in this example) will be automatically forwarded to computer 1 5 
and 1, respectively, thus making sure that a user of computer 15 monitors the e-mails sent 
to and from a client by an officer using computer 1 (in this example). 

Those of ordinary skill in the art will also appreciate that, although the foregoing 
discussion uses e-mail for communications, the present invention is not so limited. In the 
preferred embodiment of the invention, an officer can use any one of computers 1, 3, 5, or 
7 to access the web site provided by computer 1 5 via the Internet 1 0. As detailed below, the 
computer 15 is programmed via computer software 33 to act as a web server 30, and to 
receive and store information transmitted over the Internet 1 0 from computers 1,3,5,7, 20, 
and/or 22 in database 35. In addition, computer 15 is programmed via computer software 
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33 to retrieve and provide certain HTML documents from HTML database 37, as well as 
information from database 35, to computers 1, 3, 5, 7, 20, and/or 22. As just one example 
(which is also described in more detail below), the computer 15 may provide a client using 
computer 20 with a display of a web site which contains a hyperlink which, when clicked by 
the client, provides the client with a message template. The client can then provide 
appropriate information and click the appropriate hyperlink to send the messages to computer 
1 5 via the Internet 1 0. In addition, a client may use a computer 20 to send an alphanumeric 
page or other signal via the Internet 10 to computer 15 and/or computers 1, 3, 5, or 7. 

It is also to be noted that the foregoing discussion has referred to computers 1, 3, 5, 
7, 15, 20, and 22. It will be appreciated that the present invention is not limited to only 
personal computers as described in the preferred embodiment. As used herein, the term 
"computer" shall be understood to include personal computers, like those described in the 
preferred embodiment, as well as any device capable of sending, receiving, and/or displaying 
information over the Internet, whether by telephone lines, wireless communications, or 
otherwise. Accordingly, many types of personal digital assistants, cellular telephones, 
pagers, and other devices, should be considered a "computer" in accordance with the 
description of the present invention. 

Still referring to Fig. 1, computers 1, 3, 5, and 7 can also be used to exchange 
information and messages between the security officers at the locations with computers 1, 
3, 5, and 7 and management or supervisory personnel, who may be remotely located from 
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the security officers. For example, the security officers, when starting a shift or arriving at 
a particular site from another location, may use one of the computers 1 , 3, 5, or 7 to "clock 
in." The security officer can do this by using the computer 1 , 3, 5, or 7 to access the web site 
maintained by (or on behalf of) the security provider company. Fig. 2 shows a printout of 
a computer screen display (i.e., a "page") from a web site provided by computer 1 5; the web 
site may be maintained by the security officer's employer and which may be accessed 
remotely by a security officer from any one of computers 1, 3, 5, and 7. Fig. 2 shows an 
options menu 201, which contains three hyperlinks: Officer Console, Client Console, and 
Admin Console. By clicking on the hyperlink "Officer Console," the security officer's 
computer 1 then displays the next computer screen (i.e., "page") for an officer-user of the 
web site of computer 15. (Fig. 2 also provides access to a "Client Console" and an "Admin 
Console." These web pages, their contents, and usage are discussed below.) Once the officer 
clicks on "Officer Console," the officer's computer 1, 3, 5, or 7 transmits the request to 
computer 15, which is programmed via computer software 33 to retrieve and then transmit 
via Internet 10 the appropriate page from the HTML database 37. The next web page 
displayed in this example is shown in Fig. 3. 

Referring now to Fig. 3, the "Officer Console" page contains an options menu 301, 
as well as data fields for Badge Number 3 05 and Password 310. As shown in Fig. 3 , the web 
page prompts the officer to log in. The officer may do this in any one of a number of ways, 
such as by entering an alphanumeric identifier and a password in the data field spaces 305 



Houston:747159.1 
122601-3 



-24- 

ATTORNEY DOCKET No. MET580/4-1 

and 310 provided, as is shown in Fig. 3. For administrative ease, we prefer to use the 
officer's surname as an identifier and a unique badge number as a password. Of course, one 
of ordinary skill in art will understand that many different types of security names and/or 
passwords may be used alone or in combination with one another. Still referring to Fig. 3, 
the officer logs in by entering the appropriate badge number and password into the data fields 
305 and 310, respectively, on the display of computer 1, 3, 5, or 7. Once the officer has 
entered the appropriate badge number and password in the data fields 305 and 310, 
respectively, the officer can click on the Continue button 315, or simply hit the enter key, 
to initiate the transfer of the data via the Internet 10 to the web site of computer 15. 
Computer 1 5 is programmed with computer software 33 to check the accuracy of the badge 
number and password information received from the officer with corresponding information 
stored in the database 35. If the identifier and password information is deemed correct (e.g., 
matches exactly a current identifier and password for a security officer stored in database 
35), then the user of computer 1 , 3, 5, or 7 is allowed to proceed. Those of ordinary skill will 
understand that computer 1 5 can be programmed with computer software 3 3 to check various 
additional information in database 35 to ensure accuracy and certainty for any "match," such 
as cookies previously stored by the computer 15 on computers 1, 3, 5, and 7 from prior use 
of the web site. 

Once the officer has successfully logged in to computer 15, the officer is provided 
with a display of the next web page, such as is shown in Fig. 4. (The computer 15 is 
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programmed with computer software 33 to automatically retrieve from databases 35 and 37 
the appropriate information for the next web page to be sent to computer 1 , 3 5 5, or 7 via the 
Internet 1 0.) Referring to Fig. 4, the logged in officer is provided with a display on computer 
1, 3, 5, or 7. The display shown in Fig. 4 includes an options menu 410, which has 
hyperlinks for the following functions: Clock In/Out, Enter Events, Via DAR, Submit DAR, 
and Log Out. As shown in Fig. 4, the display also contains data fields 420, 425, 430, and 
435, respectively, corresponding to the client property, shift code, radio number, and 
comments. The display also includes a Clock Out button 440. By placing a cursor on the 
Clock Out button 440 and clicking, the officer can quickly clock out at the end of his or her 
shift. The clock out request is sent from the officer's computer 1, 3, 5, or 7 via Internet 10 
to computer 15. The web page shown in Fig. 4 also contains a space 43 5 in which the officer 
may make comments. 

By placing a cursor over a selected hyperlink ("Clock In/Out," "Enter Events," "View 
DAR," "Submit DAR," and "Log Out") from the options menu of the web page shown in Fig. 
4, and clicking, the officer can select and initiate any one of several actions. For example, 
by clicking on the "Clock In" hyperlink displayed on computer 1, the officer using 
computer 1 sends a signal via the Internet 10 to computer 15. Computer 15, in response to 
the "clock in" signal, is programmed to record the time at which the "clock in" signal was 
received and store that time as the starting time for the associated officer's shift in database 
35. Similarly, when the officer has completed his or her shift, the officer can access the web 
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page as shown in Fig. 4, place the cursor over the "Clock Out" button 440 and then click. 
Computer 1 then sends a "clock out" signal via the Internet 1 0 to computer 1 5, which records 
the "clock out" time for that officer and stores the clock out time in database 35 for that 
officer's shift. 

In a preferred embodiment of the invention, however, we prefer to have computer 1 5 
programmed with computer software 33 so that the officer must complete and submit a daily 
activity report ("DAR"), and complete and submit an incident report for any incidents 
previously noted by that officer during that shift, before the officer is able to clock out. This 
approach forces the officer to submit the appropriate reports before clocking out and leaving 
his duty site. By taking this approach, a client is assured of receiving access (via the Internet 
10) to daily reports stored on database 35 no more than about eight hours or so (i.e., the 
length of a shift) old. Of course, a security service provider may choose to have a supervisor 
review DARs (as well as incident reports, and other reports or comments) from the security 
officers before they are made available to a client via access to the database 3 5 via the access 
to the computer 15. 

The client is able to quickly receive the officer's daily activity reports and any 
incident reports because computer 15 is programmed with computer software 33 to 
automatically update the database 35 stored on computer 15 with the daily activity reports 
and incident reports received from the officer. A client can then use computer 20 to access 
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computer 15 and, by selecting information as described below, request and receive via the 
Internet 10 selected information from the database 35 of computer 15. 

It will be appreciated that the present invention also encompasses a system in which 
an officer's DAR is sent directly to a client computer 20 via the Internet 10, such as by an 
e-mail message. Alternatively, an officer's DAR can be sent to both a client computer 20 and 
computer 15 at the same time. 

Referring now to Fig. 4A, a printout of a computer screen presented to a security 
officer is shown. Fig. 4A shows the "Enter Event" screen presented to an officer when the 
officer clicks on the "Enter Events" selection in the menu 41 0, as is shown in Figs. 4 and 4A. 
The "Enter Event" screen in Fig. 4A shows a number of data fields, including under the 
"Open Shifts" heading 460 the "Time In" 461, the "Time Out" 462, the "Shift Code" 463, 
and the "Property" 464. As shown by the indicator 465, the system has the initial data group 
selected. In addition, the screen shown in Fig. 4A also presents data fields under the "Add 
Event" heading 470. These data fields include drop-down menus 473 and 474 for the "Time 
Out" 471 time and the "Time In" 472 times, respectively. In addition, a data field 480 for 
entry of an event code is provided with a drop-down menu. A data field 490 for entry of 
additional comments by the officer is also provided. Once the officer has entered the desired 
information in the appropriate data fields, the officer clicks on the "Add" button 495 to send 
the data to the web site of computer 15, where the added data is added to database 35. 
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Referring now to Fig. 5, a flow diagram showing the various features and functions 
of the Web site of computer 15 as programmed with computer software 33 in accordance 
with the preferred embodiment is shown. Once a user accesses the Web site, the user is 
provided with a page like that shown in Fig. 2. Fig. 5 shows the various features and 
functions available to administrators, officers, and clients, respectively. It will be 
appreciated that differing levels of access can be provided, such as allowing certain security 
officers who also have supervisory or management duties to have the ability to perform 
functions otherwise provided only to an administrator in the preferred embodiment of the 
invention. In our preferred embodiment, we have three levels of access for administrators, 
officers, and clients, respectively. 

Still referring to Fig. 5, the various features and functions are shown and are 
discussed below. Referring first to an administrator login function 501, the following 
functions are available to a system administrator after the administrator login function 501 . 
After the administrator logs in by transmitting an appropriate identifier and password to 
computer 1 5, the computer 1 5 is programmed to search the database 35 for an identifier and 
password pair which match those received and, assuming a match is made, the computer 1 5 
then logs in the user as a system administrator, as shown at function 505. Once a system 
administrator has logged in, the following functions are available. First, the administrator 
may administer the list of properties for which security services are to be provided, as is 
shown at function 510. The properties list/search function 510 allows the administrator to 
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find a property by searching the database 35 on computer 1 5 3 or to add a new property, such 
as by using the add function 512. Alternatively, the system administrator can use the edit 
function 514 to modify the properties, such as by correcting the name or address of a 
property, or the like. In addition, the administrator can use the delete function 5 1 6 to delete 
a property from the list of properties for which security services are provided. The 
administrator is thus able to maintain and update the database 35. 

Still referring to Fig. 5, the administrator can use the client list/search function 520 

i s 

j;3 to administer the client entries in the database 35 of computer 15. For example, the 

i g § 

j ! ^ administrator can enter a client name, then use the search function to find the various entries 

"'4 

□ in the database 35 corresponding to the client entered as a search string. In addition, the 

» administrator can use the add function 522 to add additional clients to the database 35 of 

it ess 

j, j~j computer 1 5, use the edit function 524 to edit or modify the names, spellings, addresses, and 

q the like for any particular client, and can use the delete function 526 to delete a client from 

I,* 

the list of clients included in the database 35 of computer 15. 

Still referring to Fig. 5, it can be seen that the system administrator has the ability to 
manage the data contained in the database 35 of computer 15. For example, the manage 
officers function 550 allows the system administrator to use the add function 554 to add 
additional officers to the database 35 of computer 15. In addition, the system administrator 
can use the add image function 556 to add a picture of the new officer (added by the add 
function 554) to the database 35 of computer 15. The system administrator can also use the 
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add bio function 558 to add a short biographical summary for the officer. The system 
administrator can also use the assign to client function 560 to assign a particular officer to 
a particular client (or, alternatively, can be used to assign an officer to a particular client 
location or the like). The system administrator can also use the edit list search function 552 
to find the entries for a particular officer (such as by searching by the surname or batch 
number of an officer) and can then use edit 553 and delete 555 functions in order to either 
edit or delete the officer information from the database 35 in computer 15, as appropriate. 

The system administrator can also use the manage timesheets function 530 to manage 
the time entry information for the various officers. For example, the administrator can use 
the timesheet list/search function 532 in order to find the desired timesheet report of a 
particular officer. The administrator can use this information to prepare a timesheet report, 
such as by using the timesheet report function 534, or can use the edit function 536. The 
administrator can use the edit function 536 function to edit locations, such as by modifying 
existing locations, adding new locations, or deleting existing locations, as may be desired, 
in the database 35. 

The system administrator can also use the manage reports function 540 to manage 
the various reports prepared and submitted by the officers. The administrator can use the 
report list/search function 542 to find a desired report function 543. Alternatively, the 
administrator can use the edit function 544 and edit list/search function 546 to find the 
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desired report and, once found, can then use the edit function 547 to either edit the report or 
use the delete function 548 to delete the report, as the administrator deems appropriate. 

Still referring to Fig. 5, the manner in which an officer may use the database 35 of 
computer 15 is shown and described below. The officer login function 570 has been 
described above in connection with the officer's login and clock-in procedures. The clock- 
in/out DAR function 572 allows the officer to clock-in at the beginning of a shift and, at the 
end of a shift, clock-out as described above. The officer does this using the clock-in/out 
function 573. In additional, the present invention provides a DAR function 574 to allow the 
officer to prepare a daily activity report. Once a daily activity report has been prepared, the 
officer can submit the same to computer 15 using the DAR function 574. In addition, the 
present invention provides that the submitted DAR search function 575 . The submitted DAR 
search function 575 allows an officer to enter a search string and have the software 33 
perform a search of the database 35 of computer 1 5 for an existing DAR. The officer may 
wish to do this in order to edit a prior report or to supplement a prior report. Once the 
desired DAR is found by the officer using the submitted DAR search function 575, the 
officer can transmit a request for, and obtain on computer 1 , a copy of the desired DAR and 
can then view the report by using the report function 576. In addition, the officer can use the 
enter function 577 to provide and transmit additional information to the database 35 of 
computer 15. Once the officer initiates the enter events function 577, the browser software 
of computer 1 displays a template which requests additional information from the officer. 
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The officer can then use the referenced report input function 578 to input the appropriate 
information. Once the officer has completed the entry of the information, the officer can 
enter the data and transmit the same from computer 1 via the Internet 10 to computer 15. 

Still referring to Fig. 5, the client user's ability to access information from the 
database 3 5 of computer 1 5 is shown and is described below. As detailed above, a client user 
can use the client login function 580 in order to log into the Web site of computer 15 via 
Internet 10. Once the computer 15 has verified the identifier and password information 
received from the client user (e.g., transmitted from computer 20 via the Internet to 
computer 1 5), the client is passed to the info, access function 581. At this point, the client 
user can choose to access information from database 35, such as reports using the reports 
function 582, or can access information regarding the security officers providing services to 
that client by accessing the officers function 590. If the client wishes to obtain information 
from the reports and uses the reports function 582, the client user is allowed to search the 
database 35 of computer 1 5 by the using the search report function 583. Once the user finds 
and selects the report the user wishes to view (such as by clicking on the hyperlink for that 
report), the report is transmitted from computer 1 5 via the Internet 1 0 and is displayed by the 
browser software of computer 20. Alternatively, if the client wishes to obtain information 
regarding the officers, the client can use the officers function 590 to do so. Once the client 
initiates the officers function 590, the user is allowed to search the database 35 in various 
ways for the desired information by property search function 59 1 , the officer search function 
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593, or the time sheets function 595. As with the other search functions provided by the 
computer 1 5, once the client selects the desired entry from the entries in database 35 returned 
by the selected search function, the client can click on the desired entry displayed as a 
hyperlink on computer 20 by its browser and then see the report via report function 592, the 
report function 594 or the like. With respect to timesheets, the present invention allows the 
user to select the timesheets function 595, which then allows the client user to search by 
property or by officer, by allowing the client user to select the property function 596 search 
or the officer search function 598. As with the other search functions provided by 
computer 1 5, the client user receives one or more entries in response to the search (which are 
displayed on computer 20 by its browser) and the client user is then able to select the desired 
entry for further viewing, which is provided by report function 597 and the report function 
599. 

Referring now to Fig. 6, a flow diagram of the functions and steps available to a 
system administrator 601 in accordance with a preferred embodiment of the present 
invention is shown. In Fig. 6, the administrator 601 has a number of functions available in 
connection with the potential use of the web site. Once the administrator 601 has performed 
the Log In step 605, the administrator can select from the following functions: Browse Users 
620, Browse Officers 630, and Browse Clients 640. If an administrator 60 1 is already logged 
into the web site, the administrator 601 can also Log Out function 610. If the administrator 
601 decides to use the Browse Users function 620, the administrator 601 can click on the 
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hyperlink on a computer screen corresponding to that function and will then be given a menu 
which allows the administrator 601 to select from the following functions: Delete a User 
62 1 , Add a User 622, or Edit a User 623 . If the administrator 60 1 decides to either add a user 
622 or edit a user 623, the result is to use the Grant Administrator Access function 624 to 
create a new administrator 699. If the administrator 601 chooses the Browse Officers 
function 630 by clicking on the appropriate icon or hyperlink, then the administrator 601 will 
be presented with an on-screen menu offering the option of selecting one of the following 
functions: Delete an Officer 631, Edit an Officer 632, and Add an Officer 633. If the 
administrator 601 chooses the Edit an Officer function 632, then the result is to associate an 
officer with a particular property 635. The administrator 601 can also select the Browse 
Clients function 640. If the administrator 601 selects this function, then the administrator 
601 will be presented with a screen which offers a menu listing the following functions as 
available: Delete a Client 641 , Edit a Client 642, and Add a Client 643. If the administrator 
601 selects the Edit a Client function 642, then the administrator 601 will have the further 
option to browse the properties 645. At this point, the administrator 601 can also select from 
the following functions: Add a Property 646, Edit a Property 647, and Delete a Property 
648. 

Referring now to Fig. 9 and Figs. 12-14, examples of the computer screens which are 
provided by the web site of computer 1 5 to an administrator 601 exercising various options 
in accordance with a preferred embodiment of the present invention are shown. In Fig. 9, 
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a printout of a screen is shown which prompts a user, such as administrator 601, to enter a 
user ID and password in the appropriate user ID field 901 and a password field 910. Once 
the user ID and password have been entered in the appropriate fields 901 and 910, 
respectively, the administrator 601 can then select the Continue button 920 and click on it, 
or can simply hit the enter key on the computer used by the administrator 601 to access the 
web site. As noted above, once the administrator 601 enters the user ID and password and 
then hits the enter key or the continue button 920, the user ID and password are transmitted 
to the computer 1 5, where they are checked by the computer program 33 on the computer 1 5 
(such as by comparing them to the user ID and password combinations stored in database 35) 
to ensure that the user ID and password correspond to an authorized administrator 601. 
Assuming that the user ID and password supplied are correct, the computer 15 is 
programmed to then allow the administrator 601 to select from the options menu 930 a 
hyperlink corresponding to an option for officers, clients, or users. 

Referring now to Fig. 12, an example of a screen printout in accordance with a 
preferred embodiment of the present invention is shown for the officer administration 
functions for the use of the administrator 601 after the administrator 601 has logged into the 
web site of computer 15. In Fig. 12, an options menu 1250 is provided. The printout of the 
screen shown in Fig. 12 assumes that the administrator 601 has clicked on the hyperlink for 
the Officers option in the menu 1250. The data field 1210 shows a list of security officers, 
including last and first names, corresponding badge numbers, and corresponding 
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biographical information as appropriate. The officer administration screen shown in Fig. 12 
also includes the following buttons (or icons): Edit Selected Officer 1220, Delete Selected 
Officer 1230, and Add New Officer 1240. By selecting and clicking on any one of buttons 
1220, 1230, or 1240, the administrator 601 is then provided by computer 15 with the next 
screen, by which the administrator 601 can performed the desired function. In the data field 
1210 of Fig. 12, a dot in the circle corresponding to officer Calamari is shown. This dot 
indicates that officer Calamari has been selected for whatever function the administrator 601 
selects by depressing any one of the buttons 1220, 1230, 1240. Once the administrator 601 
has performed the desired officer administration functions, the administrator 601 can click 
on the hyperlink for the "Log Out" option in the menu 1250, or can click on either of the 
hyperlinks for the "Clients" or "Users" option in menu 1250 in order to administer data 
associated with clients or users, respectively. 

Referring now to Fig. 13, a printout of an example of a computer screen presented 
to an administrator 601 for use in connection with the client administration functions in 
accordance with a preferred embodiment of the invention is shown. Referring to Fig. 13, a 
client administration data field 1310 is shown. In data field 1310, the client name, 
corresponding client contact name, client contact phone number and e-mail address are 
provided. In addition, Fig. 1 3 shows the icons or buttons by which an administrator 60 1 can 
select various client administration functions, including the following: Edit Selected Client 
button 1320, Delete Selected Client button 1320, and Add New Client button 1340. By 
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selecting one of buttons 1320, 1330, or 1340, the administrator 601 can select the function 
to be performed on the client data for the client selected, as is indicated by the dot shown in 
the circle corresponding to the client name in the data field 1310. Once an administrator 601 
has completed the desired functions available as shown on the client administration screen 
in Fig. 13, the administrator 601 can click on the hyperlink for the log out function shown 
in the menu 1 350, or can click on the hyperlinks in the options menu 1 350 for "Officers" or 
"Users" to administer data associated with officers or users, respectively. 

Referring now to Fig. 14, a printout of the user administration screen available to an 
administrator 601 in accordance with the present invention is shown. In Fig. 14, a data field 
1410 shows information regarding authorized users. The data field in 1410 includes the last 
name, first name, user ID, and an indicator of whether such person has been provided the 
authority and rights of an administrator of the system. As shown by the dot in the circle in 
Fig. 14, Steve Borgman is the selected user as shown in data field 1410. Administrator 601 
can use one of the icons or buttons 1420, 1430, or 1440 to exercise any one of the following 
functions: Edit Selected User, Delete Selected User, or Add New User, respectively, 
corresponding to buttons 1420, 1430, and 1440. Like the screen printouts shown in Figs. 12 
and 13, the user administration screen shown in Fig. 14 also has an options menu 1450, by 
which an administrator 601 can select other functions once the administrator 601 has 
completed the desired user administration functions. 
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Referring now to Fig. 7, a flow diagram is shown which describes the functions 
available to a security officer 701 in accordance with the present invention. As shown in Fig. 
7, an officer 701 can use the system to log in 705 or 5 if logged in, to log out 710. (As noted 
above, Fig. 3 is an example screen presented to an officer 701 for the Log In function 705.) 
Once an officer 701 has logged in through the Log In function 705, the officer 701 is 
prompted to clock in at the clock-in function 720. (Referring to Fig. 3, the options menu 
includes a hyperlink for the option for "Clock In/Out," which the officer 701 can select in 
order to perform the Clock In function 720 or, if already clocked in, to perform the Clock 
Out function 710.) Once the officer 701 has clocked in at function 720, the officer 701 then 
can select from several options, such as those shown by the hyperlinks in the options menu 
410 shown in Fig. 4. Referring to Fig. 4 and Fig. 7 together, the officer 701 can select any 
one of the following functions by clicking on the appropriate line or entry in options menu 
410: Enter an Event 730, View DAR (daily activity report) 735, Submit DAR 725, or Clock 
Out 721. As shown in Fig. 7, if the officer 701 has performed the clock-out function 721, 
but has not yet submitted a DAR, the system will prompt officer 701 to finalize and submit 
a DAR. The system will require the officer to perform the submit DAR function 725 before 
the officer 701 is allowed to clock out 721. 

Referring now to Fig. 8, the options available to a client user 801 of a system in 
accordance with a preferred embodiment of the present invention is shown. As shown in 
Fig. 8, a user 801 wishing to access the web site of computer 1 5 must first perform the log-in 
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function 805 . If the user 80 1 is already logged in, then the user 80 1 has the option of the log- 
out function 810. Once the client user 801 has performed the log-in function 805, the user 
801 can also select the view DAR report function 835 or the view Summary report function 
825. 

Referring now to Fig. 1 0, a printout of an example of the daily activity report screen 
available to a user 801 who selects the view DAR report function 835 (as shown in Fig. 8) 
is provided. Referring to Fig. 1 0, daily activity report search fields 1 0 1 0, 1 020, and 1 030 are 
shown. The daily activity report search fields 1010, 1020, and 1030 correspond to searches 
of the database 35 of the web site to be performed based on Guard, Property, and/or Date 
information, respectively. As indicated by the arrows shown in the Guard search field 1010 
and the Property search field 1020, a user 801 can click on the respective arrows (or other 
portions, if so desired) of search fields 1010 and 1020 and obtain drop-down menus which 
provide, in the case of the Guard search field 1 01 0, the last name of the guards applicable to 
user 801 . In a case of the Property search field 1 020, the user 801 can click on the arrow and 
obtain a drop-down menu listing the properties applicable to user 801 . In addition, the user 
can type in the date desired for use as the search criteria in date field 1 030. The user 801 can 
then highlight the selected officer and/or property listings in search fields 1010 and 1 020 for 
the desired search criteria. Once user 801 has entered the desired information in the search 
fields 1010, 1020, and 1030, the user 801 can click on the Show button 1040 or can simply 
hit the enter key. Once the user 801 has clicked on the Show button 1040 or hits the enter 
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key, the client computer 20 or 22 transmits the search request via the Internet 1 0 to computer 
1 5. Computer 1 5 is programmed to search the database 3 5 of the web site applicable to user 
801 with the search criteria supplied by the user as indicated above and then transmit the 
results to user 801 by sending the information via the Internet 1 0 to client computer 20 or 22. 

Referring now to Figs. 1 1 A-l ID, the results of a general search of the database 35 
by user 801 are shown. As shown in Figs. 1 1 A-l ID, the daily activity reports are shown for 
thirteen different shifts by security officer Calamari. These daily activity reports reflect the 
posts at which officer Calamari served for the times and dates indicated for the thirteen 
different shifts shown in Figs. 1 1 A-l ID. Those of ordinary skill in the art will appreciate 
that the information provided by computer 1 5 to the client user 801 can include hyperlinks 
to DARs, incident reports, and other information, such as pictures or video clips, stored on 
database 35. Those of ordinary skill in the art will also appreciate that the information 
provided by computer 15 to the client computer 20 can include hyperlinks to additional 
information, such as by including hyperlinks to incident reports, pictures, and/or video clips, 
within a DAR. 

Referring now to Figs. 15A-15B, an example of the computer screen presented to 
officer 701 after the officer selects the Enter Events function from the options menu in the 
Officer Console. As shown in Figs. 15A-15B, the officer 701 is provided with a computer 
screen which contains numerous data fields for the officer 701 to complete in connection 
with an Incident Report, including information as to the officer 701, the property, the 
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governmental units involved (e.g., police departments, fire departments, etc.) if any, the 
individual(s) involved, the date, time, and location of the incident, and so on. The screen 
provided, as shown in Figs. 15A-15B is essentially a blank form for use by the officer 701 
in preparing and submitting an Incident Report. 

Now referring to Figs. 16A-16G, an example of a printout of a computer screen 
showing a more detailed Incident Investigation Report (IIR) form is provided. Figs. 16A- 
1 6F together show the blank form of the IIR provided to officer 70 1 when officer 70 1 clicks 
on the Enter Events function in the options menu of the Officer Console. 

Referring now to Fig. 1 7, a printout of a computer screen presented to a client using 
the Web site of computer 1 5 is shown. After the client clicks on the "Client Console" choice 
in the menu 201 , as is shown in Fig. 2, the client is provided with a display of a screen such 
as is shown in Fig. 17. In the screen shown in Fig. 1 7, there is a menu 1 7 1 0, as well as data 
fields 1 720 and 1 730 for the client to enter a user identifier (in the "UserlD" field 1 720) and 
a password (in the "Password" field 1 730). Once the client has entered an appropriate user 
identifier and password, the client clicks on the "Continue" button 1740 to send the data to 
the Web site for verification. Once the Web site has verified the user identifier and 
password received, then the user is provided with access to DARs submitted by officers for 
properties associated with the client. 

Now referring to Fig. 18, a screen provided to an authorized client user, who has 
submitted an appropriate user identifier and password, is shown. In Fig. 1 8, the screen 
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provides a menu 1 8 1 0, as well as data fields 1 820, 1 830* 1 840, and 1 850. As shown in Fig. 
18, drop-down menus are provided for data fields "Guard" 1820, "Property" 1830, and 
"Event Code" 1850. A data field 1840 for the date is also provided. The client may enter 
search criteria in any or all of data fields 1820, 1830, 1840, or 1850. Once the client has 
entered the desired search criteria in any one or more of data fields 1820, 1830, 1840, or 
1 850, the client can then clock on the "Show" button 1 860. At that point, the search criteria 
data is sent to the computer 15. The computer software 33 is programmed to search database 
3 5 for a match for the D ARs which have data matching some or all of the search criteria data 
received. Once the search of database 35 is completed, the computer software 33 is 
programmed to send the results of the search to the user where the results are displayed on 
the client computer 20 or 22. 

In an alternative embodiment of the present invention, multiple classes of client users 
can be defined. For example, software 33 can be programmed to define a client 
administrator which can be added to the database 35 by the system administrator. The 
software 33 can be programmed so that a client administrator can log onto web site 1 5 and, 
once recognized as a client administrator by the software 33 (such as by providing a proper 
password or other authenticating identifier), can add, modify, or delete information from the 
database 35. For example, it may be desirable for a client to have the ability to add or delete 
authorized client users from the database 35. This would be appropriate when the client 
desires to give access to the information on the database 35 to one or more client employees, 
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or to restrict certain of the client information on the database 35 to only one or more client 
users. In addition, if one of the client user's employees terminates the employment 
relationship with the client, the client may wish to delete that client user from the list of 
client users authorized to access the client information on the database 35. Similarly, if 
desired, software 33 can be programmed to define different classes of users, with differing 
access to the information in database 35 and/or differing rights to add, modify, or delete 
information in database 35. 

Referring now to Figs. 19A-19H, documentation describing the software 33 and its 
programming is provided. Fig. 1 9A provides a database diagram for information relating to 
clients, users, and properties related to the security services provided. Fig. 19B provides 
documentation for business services. Fig. 1 9C provides documentation for error logging by 
the software 33. Fig. 19D provides documentation for user data services performed by 
software 3 3 , while Fig. 1 9E provides documentation for the programming of software 3 3 and 
its handling of client data. Fig. 19F provides documentation for interfaces and event 
classification of software 33. Fig. 19G provides documentation for datasets and fields used 
by software 33. Fig. 19H provides documentation for the dll files used by software 33 and 
the relationship of such files. 

Although the embodiment described herein uses Web technology to disseminate 
information, any of a variety of document types and electronic dissemination technologies 
can be used. For example, the documents may be in the form of hypertextual e-mail 
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messages that are disseminated by a list server, or PUSH documents disseminated by a 
PUSH server. As interactive television, video-on-demand, and Web TV technologies 
continue to evolve, it is contemplated that the "documents" will include video clips that are 
displayed to the client on a computer 20 or on a television screen. Further, although 
hypertextual documents are preferably used, it is possible to use non-hypertextual documents 
(including paper-based documents) that simply instruct the user to manually enter the 
appropriate URL (including the referral information) into a browser program. In addition, 
although the system is described in the context of "the" Web site, it should be recognized that 
a given user can disseminate documents from multiple different sites, including sites that use 
different document formats and transfer protocols. 

In another embodiment of the present invention, closed circuit cameras can be used 
to monitor a client's facilities. Such cameras, and the equipment and software to provide 
visual images to a command center where a security officer can view the images, for 
example, is conventional. According to the present invention, however, one or more digital 
cameras can be placed at preselected locations in and around a client's facility. Such cameras 
may provide only visual images or may be used to provide audiovisual footage. Many types 
of conventional video cameras are readily available. We prefer to use a SDII CSC WV- 
CP460 Series camera. We also prefer to secure the cameras using a mounting which can 
rotate the camera (to effectively increase its field of vision) and also move the camera up and 
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down (also to effectively increase its field of vision). Such cameras, as well as the 
controllable mountings, are commercially available from Panasonic. 

In accordance with the present invention, cameras at a particular site can be 
connected to computer 1 , for example, which corresponds to that site. It will be appreciated 
that the cameras may be located at a variety of locations remote from computer 1 . The 
images from the cameras can be transmitted automatically to computer 1 5 from computer 1 
via the Internet 1 0. Computer 1 5 can be programmed to automatically update the Web site 
with the images (whether still or moving) transmitted by computer 1 . Computer 1 5 also can 
be programmed to use PUSH technology to transmit the updated images from the Web site 
to a corresponding client by transmitting the images to computer 20 via the Internet 10. 
Alternatively, a client can use computer 20 to request the images by transmitting the request 
from computer 20 to computer 15 via the Internet 10. In one preferred embodiment, the 
visual images from the cameras are provided to the computer 15 which is connected to the 
Internet 10. A client can then connect the client's computer 20 to the Internet 10 through a 
browser and then connect to the Web site which contains the visual images. In still another 
aspect of the invention, the Web site can provide the client with the ability to select particular 
cameras for viewing, control the movement of the cameras, and selectively record the feed 
from one or more cameras. While we prefer to provide such access to a client over the 
Internet 10 via the Web site, it will be understood that other conventional means can be used 
by a client to remotely access the computer, such as a dial-up modem connection. 
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In addition to visual images or audiovisual footage from the cameras, the present 
invention allows for providing additional information to the client via the web site or other 
remote connection. For example, e-mail links can be provided to allow the client to easily 
and quickly send e-mails to a security officer at the command center, or elsewhere, for that 
matter. Similarly, computer 1 5 can be programmed to notify a given client of the availability 
of updated information on the Web site. For example, a client may specify that the client 
wants to be notified as soon as possible of any new incidents of vandalism. Given such a 
request, computer 1 5 can be programmed so that, whenever a new incident report involving 
vandalism is transmitted to computer 15, and the Web site is updated to include the new 
report, computer 15 automatically sends an e-mail message (or other message) via 
Internet 10 to computer 20 corresponding to the client which previously made the request. 

To prevent unauthorized access to the visual images and other information, various 
security measures can be used. Among others, password protection can be used to require 
any remote user to correctly provide one or more passwords. I prefer to use the following 
approach to ensure a secure connection: embedded scripts, NTFS Windows, NT file 
structure security, and secured certificates. 

To ensure that data from the Web site is available via the Internet 10 to only clients 
of the security services involved requires that the database and the Web site be protected. 
Similarly, the data transmitted over the Internet 10 should be protected in order to ensure 
privacy and confidentiality. A wide variety of conventional security measures can be used. 
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We prefer to use secure socket layer (SSL) protection. The SSL protocol provides privacy 
and reliability between two communicating applications, such as the browsers of 
computer 1 5 and computer 20. The SSL handshake protocol allows the server and client (for 
example, computer 15 and computer 20, respectively) to authenticate each other and 
negotiate an encryption algorithm and cryptographic keys before the application protocol 
transmits or receives data. When the SSL is used, the transmitting computer 15 fragments 
the data to be transmitted into manageable-sized blocks (sometimes compressing the data if 
desired), applies a message authentication code, encrypts, and then transmits the result. 
When the data is received the receiving computer decrypts the data, verifies the sender, 
decompresses the data (if it was compressed), reassembles the data, and then delivers the 
result to higher level clients (such as the browser of computer 20). SSL protection is 
commercially available and easily implemented on the Web site of computer 15. 
3. Description of Other Aspects of the Invention . 

The present invention provides for much more client involvement in connection with 
the security services. Among other things, a client can specify the apparel to be worn by the 
security officers providing security on or around the client's premises. The client can thus 
decide the extent to which the client desires high visibility of the security officers or desires 
that the security officers dress more like the client's employees, tenants, or the like. Such 
client choices can be extended beyond apparel to the vehicles used by security officers, and 
to site specific training and client interaction in post order development. 
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In another aspect of the invention, the client is involved in selecting the individuals 
who will provide security services to the client. For example, the security service officers 
may be interviewed by one or more client representatives. Such interviews can be formal 
or informal, short or longer in duration, and can include management of the security service 
provider. From one or more such interviews, the client can be allowed to select the 
individuals to provide security services to the client. Alternatively, the client may use the 
interviews to decide which individuals will not be used to provide security services to the 
client. Either way, the client is involved in the process of determining which individuals will 
provide security services to the client. 

One aspect of the present invention involves personality profiling. According to the 
present invention, a candidate for a position as a security officer (who is to provide security 
services to a client) is given a conventional personality profiling test. Various tests have 
been developed for personality profiling in the past. Ideally, the personality profiling test 
considers and tests for at least the following personality characteristics: dominance, 
influence, conscientiousness, and steadiness. A personality profiling test which tests for 
these features is commercially available from the Carlson Learning Company of 
Minneapolis, Minnesota. This particular test is also helpful because it provides "standard" 
profile patterns of different personalities, labeled as achiever, agent, appraiser, counselor, 
creative, developer, inspirational, investigator, objective thinker, overshift, perfectionist, 
persuader, practitioner, promoter, result-oriented, specialist, tight, and undershift. 
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In addition, the potential position for a security officer is profiled. The profiling of 
a position is preferably done with input from the client. Such input preferably includes 
information about the following characteristics of the position: dominance, influence, 
conscientiousness, and steadiness. Such information also preferably includes information 
about the client and the client's representatives with whom the security officer will likely 
have dealings: such as client values, vision, and mission. Once such information has been 
gathered, a personality profile for the "ideal" hypothetical person to fill the position can be 
generated. Such profiling can be based on the location(s) where the officer is to be, as well 
as the time of day or night the officer is to work. I have found that the same position may 
have different "ideal" personality characteristics depending on the time of day or night the 
officer is to be working. 

Once a candidate's personality characteristics have been profiled, the candidate's 
profile is then compared to the "ideal" profile for available security officer positions. In 
accordance with the present invention, it is desirable to try to match a candidate's personality 
profile as closely as possible to a profile for a security officer position. An acceptable match 
can be obtained using the Carlson Learning Company's personality profiling test, which is 
conventional and commercially available. 

Fig. 20 illustrates how different officers may be matched to different shifts by use of 
personality profiling. In Fig. 20, a benchmark 601 for day security and benchmark 602 for 
night security at a particular location have been generated, such as by conducting interviews 
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with a client as to the needs of the client. It can be seen that the profile 6 1 0 of officer Dudley 
nicely matches the benchmark 601 profile for day security. Although not a perfect match, 
it can also be seen from Fig. 20 that Officer Green's profile 620 better matches the 
benchmark 602 for night security than does the profile 610 for Officer Dudley. 

In addition to client involvement in determining the individuals to provide the 
security services, and the apparel, vehicles, and other aspects of the services, the present 
invention also provides for client involvement in determining the nature and extent of 
training to be received by the individuals who are selected to provide security services to the 
client. In accordance with the present invention, the training manual and instructions are 
divided into various modules, such as the following: Securing/Un-securing property (such 
as by building type or business type, and/or such as by time, such as business hours, after 
hours, holidays, or weekends), Access Control (such as by contractors, visitors, vendors, 
solicitors, after hours access, control system usage and operation, and the like), Parking 
Enforcement (such as by type of parking facility, delivery lane/loading dock usage, fire lane, 
and handicapped parking, and the like), Closed Circuit television operation and usage, 
Elevators (such as operation, usage, malfunctions, entrapments, deliveries, after hours use, 
and the like), Tenant Relations (such as escorts, vehicle assistance, newspaper/mail 
deliveries, lockouts, night letters/ deliveries, after hours access, and the like), Patrol 
Functions (such as business hours versus after hours), Hazard Identification (such as control 
procedures, property condition logs/reports, light reports, and the like), Housekeeping (such 
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as key procedures, access, and the like), and Fire Command room (such as equipment 
familiarity, elevator operation, alarm systems, and the like). The client is provided with the 
written instructional materials for various modules and is allowed to select which modules, 
in addition to basic training, which is to be received by the individuals who will provide 
security services to the client. In another aspect of the invention, the training materials and 
instruction can be modified to include training specific to the client and the client's needs. 
Such client information preferably includes information and materials like the following: 
emergency response training (including fire system operation, central plant shutdown, 
emergency generator/equipment operation, emergency elevator operation), advanced 
customer service training, accident investigation training, and incident investigation training. 
4. Conclusion . 

While the present invention has been shown and described in its preferred 
embodiment and in certain specific alternative embodiments, those skilled in the art will 
recognize from the foregoing discussion that various changes, modifications and variations 
may be made thereto without departing from the spirit and scope of the invention as set forth 
in the claims. For example, one of ordinary skill will appreciate that the graphic user 
interface (GUI) described and shown in various figures can be easily modified to look 
differently. Similarly, one of ordinary skill will appreciate that the information provided to 
a user (such as via the GUI) can include more or less information than that provided in the 
foregoing examples and description of the preferred embodiment of the present invention. 



Houston:747 159.1 
122601-3 




-52- 



Attorney Docket No. MET580/4-1 



Similarly, one of ordinary skill will appreciate that the software used to maintain and search 
the database, or to provide security for the web site, or to allow officers to generate and 
submit daily activity reports, incident reports, or other information, can be modified without 
departing from the spirit and scope of the present invention. Hence, the specific 
embodiments and any specific components and the like are merely illustrative and do not 
limit the scope of the invention or the claims herein. 
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